WOMEN SAFETY

IN CYBER WORLD
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Maintain your privacy and break the chain of
posting personal pictures to fight Cyber Crimes

Want to report a cybercrime ?
Log on to
National Cyber Crime Reporting Portal
www.cybercrime.gov.in
or
Call Helpline 155260
or
Call Local Police

Protect your child
from Cyber Crime

. Help your child to understand the basics of internet:

Your child may understand the flip side of using
internet, but he/she will truly appreciate that once
they understand the basics. If they know that every
photo / video they share is ultimately stored in a
common space, they will think twice before the action.

. Keep digital devices away from the child:

Avoid pacifying your child with a game
on mobile phone or a video on YouTube.

. Set time limit for online activities: The time spent

in front of screens and time spent on offline
activities should be balanced. A family technology
plan can help in managing expectations around
where and when technology use is allowed.

. Restrict privacy settings: Make sure that the games

and apps your child is using are having their
profiles turned on to the strictest privacy setting.
Restrict who can contact your child or ask them to
check in with you before accepting new friends.

. Monitor their internet activity, but as a friend: If you put

too many restrictions on your children, their curiosity will
drive them to that activity. You cannot tell them not to use
social media as it's harmful at a young age. Instead, let
them use it but ask them to have you added as a friend.

. Show them the difference between real &

fake: It is important to sit down with the
digital device and help them understand the
difference between what's real and what's fake.
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Important Provisions under
Information Technology Act 2000

Do's and Deon'

Protect yourself
from Cyber Crime:

. Use strong passwords. Do not carry your
passwords / PIN in wallets. Better to memorize
your PIN.

2. Use anti-virus software and keep it updated.

3. Keep software and operating system updated

. Be careful of which website URLs you visit or
what you click.

. Do not click on links in spam emails or
un-trusted websites.

. Never open attachments in spam emails.

7. Do not give out personal information unless

sure & secure.

. Monitor your bank accounts and statements for
any suspicious activity

. Never share ATM PIN or OTP (One Time
Password) with anyone.

.Install Apps & Software only from trusted
sources.

Section 43 for damage to computer, computer
system, etc.

Section 43A for Compensation for failure of
data protection.

Section 65 for tampering with computer source

documents.

) Section 66 for hacking.
Section 66C for identity theft.
Section 66E for violation of privacy.
Section 67 for publishing or transmitting
obscene material in electronic form.
Section 67A for publishing or transmitting of
material containing sexually explicit act, etc., in
electronic form.
Section 67B for publishing, browsing or
transmitting child pornography in electronic
form.
Section 72 for Breach of confidentiality and
privacy.

Important provisions under
IPC Sections:

) Section 290 for committing public nuisance,

) Section 292 for sale of obscene books etc.
Section 292A for printing or publishing.
grossly indecent or scurrilous matter or matter
intended to blackmail.

Section 293 for sale etc of obscene objects to
young persons.

Section 294 for doing or composing, writing
etc of obscene songs.

Section 509 for outraging the modesty of
women.

OF COMBATING
CYBER BULLYING:

DOs I‘

Block the bully
- Don'tignore,
unfriend

& block
immediately.

Report the

bully — Help
yourself and
help others.

Save the
Evidence —
Take screen
shots and save
images.

Help your
friend who is
bullied - Don't
be silent.

Talk to a trusted
adult — Never
hesitate to seek
help from your
near.
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Dont

Don't respond
— Understand,

no response is
powerful reply.

Don't retaliate —
Know that your
response feeds
the bully.

Don't listen

to the bully —
Stand up & be
calm against
threatening
messages of
bully.

Don't blame
yourself — Be
aware that it is
not your fault.

Don't be a bully
— Treat others in
the same way
you would like
to be treated.




